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Abstract—Fallback authentication is the backup authentication
method used when the primary authentication method (e.g.,
passwords, biometrics, etc.) fails. Currently, widely-deployed
fallback authentication methods (e.g., security questions, email
resets, and SMS resets) suffer from documented security and
usability flaws that threaten the security of accounts. These flaws
motivate us to design and study Geographical Security Questions
(GeoSQ), a system for fallback authentication. GeoSQ is an
Android application that utilizes autobiographical location data
for fallback authentication. We performed security and usability
analyses of GeoSQ through an in-person two-session lab study
(n=36, 18 pairs). Our results indicate that GeoSQ exceeds the
security of its counterparts, while its usability (specifically login
time and memorability) has room for improvement.

I. INTRODUCTION

Authentication mechanisms (e.g., passwords, biometrics,
PINs, etc.) play a critical role in securing our accounts
and devices against unwanted access. However, our primary
means of authentication fail when we forget our secrets (e.g.,
passwords or PIN) or when our biometric measurement is
malfunctioning. These failures of authentication mechanisms
motivate the need for secondary authentication, referred to as
fallback authentication, for the users to gain access to their
accounts or devices. The most popular fallback authentication
methods are security questions, email resets, and SMS resets.
Security questions (or personal knowledge questions) are often
in the form of predefined questions (e.g., what is the color
of your first car?). For fallback authentication, the users’
answers to these questions must match their answers provided
at registration time. Some other popular fallback authentication
methods use other communication channels such as email
or phone to send a link or PIN for password reset. These
fallback authentication methods suffer from security flaws that
compromise the security of our accounts and devices.

Security flaws in widely-utilized fallback authentication
methods motivate us to explore alternative fallback authen-
tication methods. We investigate the usability and security
of GeoSQ (Geographic Security Questions) as a means of
fallback authentication. In GeoSQ, users are expected to
answer a sequence of autobiographical location questions (e.g.,
where were you on the 18th of December at 4:00 PM?) by
clicking on a digital map. GeoSQ attempts to address some

“For more details and results, refer to the extended version [1]

Amirali Salehi-Abari
Ontario Tech University
Oshawa, Canada
abari@uoit.ca

Julie Thorpe
Ontario Tech University
Oshawa, Canada
julie.thorpe @uoit.ca

of the security flaws prevalent in other fallback authentication
systems such as the easy guessability of security questions [2],
the avalanche effect vulnerability in email resets [3] and SMS
resets, and attacks on telecommunications protocols [4].

We investigate the security and usability of GeoSQ through
a user study that spanned two sessions (n=36). From a security
perspective, our results indicate that GeoSQ is resilient to
throttled online guessing attacks, and phishing attacks. How-
ever, GeoSQ is not resilient to the known adversary threat
due to the predictability of locations by known adversaries.
The large key space of 29425, offered by GeoSQ, makes it
very difficult to conduct a successful throttled online guessing
attack (see Section V-A). When compared to the security of
security questions, email resets, and SMS resets, GeoSQ offers
improved protection against several threats including throttled
online guessing attacks, and unthrottled guessing attacks. From
a usability perspective, GeoSQ needs improvement in several
key metrics. The long login time and the frequency of errors
is a point of concern when compared to currently utilized
fallback authentication systems. Our study and investigation
has shed light on important future work to make GeoSQ more
usable while maintaining its security.

II. RELATED WORK

The most popular methods for fallback authentication are
security questions, email resets, and SMS resets. Autobio-
graphical authentication has also recently attracted attention
as a viable alternative [5]-[7].

Current Fallback Authentication Methods. Security ques-
tions are easy to guess [2], [8]. Users don’t recall security
questions 40% of the time [9]. In email resets, the email is a
single point of attack: if the recovery email is compromised
many other accounts are easily compromised [3]. From a
usability perspective, the loss of the recovery email would
complicate the fallback authentication process [3]. Guri et al.
[10] has shown that rogue applications in a mobile environ-
ment can request access to sensitive resources such as email,
thus giving an attacker the capability of snooping on email
resets. SMS resets are also susceptible to snooping attacks
[11], [12] and flaws in telecommunication protocols [4].

Autobiographical Authentication. The aforementioned secu-
rity and usability flaws have motivated alternative authentica-
tion techniques. Das et al. [5] has determined 9 distinct cate-



gories of autobiographical data, including location data from
everyday activities. This helped the development of MyAuth,
an application that logs different types of autobiographical data
and queries the user about them. Through a field study (n=24),
it was found that location questions of “where were you on
<time>" were more likely to be answered correctly than
others. This was part of our motivation to further investigate
autobiographical location in GeoSQ.

Hang et al. [6] identified 7 categories of autobiographical
authentication data. Their pre-study (n=19) showed that outgo-
ing SMS, incoming SMS, and app usage questions are the most
promising in terms of memorability. Recruited adversaries
(n=19) were highly successful in guessing outgoing SMS and
incoming SMS , but not in guessing app usage (35%).

AlBayram et al. [7] conducted a field study (n=24) on 9
categories of autobiographical authentication data. A moni-
toring application was utilized to log autobiographical data,
and participants were asked questions from the last 24 hours
for each category. Autobiographical data has episodic memory,
this being more memorable in short time spans [13]. The most
memorable categories of autobiographical data in terms of
memorability were incoming/outgoing call, and location data.

Hang et al. [6] and AlBayram et al. [7] investigate the
threat of known adversaries on their proposed autobiographical
authentication systems. The frequency of unauthorised access
to smartphones by known adversaries has also been studied
[14]. The known adversary is any individual with first-hand
knowledge of a potential victim and/or elevated access to their
devices, who uses these privileges with malicious intent [15].

Relevant Authentication Systems. Alphanumerical pass-
words, widely-used method for primary authentication, suffer
from usability and security weaknesses [16]. Modern password
crackers can efficiently guess a large number of passwords
[17]-[20]. The developments in password cracking have mo-
tivated alternative primary authentication systems such as
graphical passwords [21]. A well studied class of graphical
passwords are click based graphical passwords (e.g., Pass-
Points [21], Cued Click Points [22], and Persuasive Cued Click
Points [23]). The security of various passpoint-style graphical
passwords is studied [24]-[28] which has motivated the de-
velopment and design of click-based authentication systems
on videos [29], and digital maps [30]-[32]. The memorability
of geographical authentication systems (e.g., GeoPass and
GeoPassNotes) is very high (97% and 100% respectively) after
1 week of setting the credentials. Map-based authentication
systems (e.g., GeoPass and GeoPassNotes [31], [32]), are of
relevance to our work.

III. GEOSQ: IMPLEMENTATION AND DESIGN DECISIONS

We designed and developed a location-based fallback au-
thentication system called Geographical Security Questions
(GeoSQ), a variant of previously-proposed autobiographical
authentication systems [7], [33]. GeoSQ runs in the back-
ground with enabled location services to log unique locations
visited by the user. A location is considered visited if the user
has stayed at least 5 minutes in that location. The uniqueness

of locations is determined by checking if a location is 400
meters away from any previously logged location.! Locations
are logged in GeoSQ by geographic coordinates (latitude and
longitude). When 10 locations have been logged, the user can
be queried about their unique visited locations in the following
format: Where were you on the dd of mm of yyyy at t, where
dd, mm, yyyy, and t stands for specific day, month, year,
and time, respectively (e.g., where were you on 14=02=2018
at 4:00PM?). The user is then expected to navigate to a
location on the map and set a marker on the correct logged
location. A response location is correct if the marker is set
within 200 meters of the logged location. For a successful
authentication, the user must answer 7 out of 10 location
questions correctly. As shown in Fig. la, the user is required
to click the next button after answering a location question.
The user can change the selected location by using the remove
button to first deselect the location, and then selecting a new
location. Lastly, users have the ability to withdraw at any time
and uninstall the application using the withdraw button.

Users can also switch between default map mode (see
Fig. 1a) and satellite map mode (see Fig. 1b). Map navigation
can be done either by dragging over the map, or using the
search bar with location keywords (see Fig. 1c). Search results
are ordered based on the current location. GeoSQ users also
have the ability to zoom in and out (see Fig. 1d). GeoSQ was
implemented with several usability and security goals in mind
discussed in Sections III-A and III-B.

A. Security-Oriented Design Decisions

An important security concern with location-based autobi-
ographical authentication is that the daily mobility patterns
of users are predictable (e.g., users go to work and return
home during weekdays). This makes mounting attacks easier
(even with limited guesses). To address this security concern,
we filter out these predictable easy-to-know locations by a
simple heuristic. We assume that the locations at which the
user spent more than 5 hours are predictable and easy-to-know
by an adversary. This security decision has a usability cost, as
GeoSQ requires a longer period of time (e.g., 7-10 days) to
log enough unique, and less predictable locations.

To ensure resilience to guessing attacks, GeoSQ asks 10
unique location questions, and requires 7 (out of 10) correct
answers for a successful authentication. The choice of 70%
threshold is supported by earlier findings that users are able
to recall roughly 70% of their locations [7].

B. Usability-Oriented Design Decisions

It is unrealistic to expect users to input their exact locations
in GeoSQ. As such, we considered a 200-meter error margin
that would account for human input errors as well as errors
in the accuracy of logging locations. This hinders security by
making the key space smaller, but is necessary for usability
purposes. Our decision on 200-meter error is based on location
accuracy settings (discussed below) and input errors in touch

'A 400 meter threshold was set to ensure that participants on a campus or
a large building do not obtain multiple location questions in the same vicinity.






